BO 40 cau hoéi phéng van Manual Tester

Fresher - Junior - Middle - Senior — kem gg¢i y danh gia
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Phan 1 — Nén tang ly thuyét Cau 1-10 Fresher
Phan 2 — Thiét ké & tinh huéng co ban Cau 11-20 Junior
Phan 3 — Thuc chién & x ly tinh huéng Cau 21-30 Middle
Phan 4 — Process, leadership, chién lugc Cau 31-40 Senior

Phan 1 — Fresher (Cau 1-10)

Kiém tra nén tang ly thuyét. Ung vién cén trd 10i ré rang, dung dinh nghia.

Cau 1. Phan biét SDLC va STLC.
Muc tiéu, cac giai doan, va m6i quan hé gilra hai vong doi. SDLC la vong doi phat trién
phan mém; STLC la vong doi kiém thir, nam song song bén trong SDLC.
Cau 2. Verification va Validation khac nhau nhu thé nao?
Verification: "Are we building the product right?" — ki€m tra quy trinh, tai liéu, design cé
ddng chuén khong. Validation: "Are we building the right product?" — kiém tra san pham
cubi c6 dap Ung nhu cau nguoi dung.
Cau 3. Test case chuan géom nhirng truéng nao?
ID, Title, Precondition, Steps, Expected Result, Actual Result, Status, Priority. C6 thé thém
Postcondition, Test Data, Module, Author.
Cau 4. Phan biét Smoke Test, Sanity Test, Regression Test.
Smoke: build cé chay dugc khong (rong va nong). Sanity: tinh nang mdéi/fix méi cé hoat
dong didng khong (hep va sau). Regression: thay d6i mai cé lam hong tinh nang cl khéng.
Cau 5. Severity va Priority khac nhau ra sao? Cho vi du Severity cao -
Priority thap va nguoc lai.

Severity: mic do nghiém trong vé ky thuat. Priority: mlc do uu tién fix vé mat business. Vi
du Severity cao - Priority thap: crash khi nhap 10.000 ky tu vao 6 tén (hiém gap). Vi du
Severity thap - Priority cao: sai logo céng ty trén trang chu.

Cau 6. Bug life cycle gom nhiing trang thai nao?

New — Assigned —» Open - Fixed —» Retest — Verified/Reopened — Closed. Cac trang thai
phu: Deferred, Rejected, Duplicate, Cannot Reproduce.
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Cau 7. Black box, White box, Gray box testing khac nhau & diém gi?

Black box: khéng biét code, test theo functional spec (tester thuong lam). White box: biét
code, test logic bén trong (dev hoac tester cé ky thuat). Gray box: biét mo6t phan
code/architecture, két hgp ca hai.

Céu 8. Functional vs Non-functional testing — mai loai cho 3 vi du.
Functional: login, payment, search. Non-functional: performance, security, usability,
compatibility, scalability, reliability.

Cau 9. Mét bug report tét can cé gi?

Title rd rang va ngan gon, Steps to Reproduce chi tiét, Expected vs Actual Result,
Environment (OS, browser, version), Severity/Priority, Attachment (screenshot/video/log).
Cé thé thém Workaround néu c6.

Cau 10. Test Plan va Test Strategy khac nhau nhu thé nao?

Test Plan: tai liéu chi tiét cdp du an — scope, schedule, resource, deliverables. Test
Strategy: tai liéu cdp t6 chirc, mang tinh nguyén tac, it thay déi. Mot strategy c6 thé ap
dung cho nhiéu plan.



Phan 2 — Junior (Cau 11-20)

Ki€ém tra kha ndng ap dung ly thuyét vao case cu thé. C4u 11, 12, 19, 20 la cac c4u sang loc
manh.

Cau 11. Cho 6 input "Tudi" hop lé tur 18-60. Viét test case ap dung
Boundary Value Analysis + Equivalence Partitioning.
BVA: 17, 18, 19, 59, 60, 61. EP: hop 1& (18-60), khdng hop 1& thap (<18), khdng hop 1é cao
(>60), khéng hgp Ié dinh dang (chi, ky ty dac biét, am, decimal). Kiém tra tu duy thiét ké
test, khong chi test happy case.

Cau 12. Liét ké test case cho chuc nang Pang nhap.

Valid/invalid credentials, SQL injection, XSS, brute force, remember me, case-sensitive,
special character, empty field, max length, session timeout, login concurrent tl&r 2 device,
social login, forgot password flow, account locked sau N |1an sai.

Cau 13. Dev néi "anh khéng reproduce dugc bug nay", ban xtt ly thé nao?
Ki€ém tra giao ti€p + debug: cung cap video, log, env (OS/browser/version), data cu thé,

cac buédc chinh xac, ngdi canh dev dé reproduce. Néu van khéng dugc, ghi chd "Cannot
Reproduce" kem diéu kién da thar.

Cau 14. Khi nao ban dung testing?
Khi dat exit criteria: hét thoi gian theo plan, dat coverage muc tiéu, bug rate giam dudi
ngudng, da pass cac test case critical, stakeholder déng y release. Khdng bao gio la "test
hét bug" vi diéu dé khbng ton tai.

Cau 15. Mo ta workflow report bug trén Jira.

Tao ticket véi mo td day du, gan label/component, attach evidence, set Severity/Priority,
assign cho dev hoac lead, link véi test case/user story, theo doi sau khi dev fix, retest va
déng ticket.

Cau 16. Test API co ban: véi méi method GET/POST/PUT/DELETE ban test gi?
Liét ké cac status code 2xx, 4xx, 5xx phé bién.

GET: response data, query params, pagination. POST: tao mdi, validate body, duplicate.
PUT/PATCH: update full/partial, idempotent. DELETE: xda, xda khong ton tai. Status code:
200 OK, 201 Created, 204 No Content, 400 Bad Request, 401 Unauthorized, 403
Forbidden, 404 Not Found, 409 Conflict, 422 Unprocessable, 500 Internal Server Error, 502
Bad Gateway, 503 Service Unavailable.

Cau 17. Test responsive web can test gi? Dung tool nao?
Breakpoint (mobile/tablet/desktop), layout khong bi v3&, touch event, orientation

(portrait/landscape), font size, image scale, hamburger menu, sticky element. Tool:
Chrome DevTools, Firefox Responsive Mode, BrowserStack, real device.

Cau 18. Cross-browser testing — tai sao can? Test trén nhiing
browser/version nao va dua trén co sé gi?
Can vi mdi browser render khac nhau (CSS, JS engine, font). Chon dua trén analytics cua

san pham + market share thuc té (StatCounter, GA), khéng test bura. Vi du: Chrome 2
version mdi nhat, Safari iOS, Edge, Firefox.



Cau 19. Tinh huéng: deadline con 1 ngay, con 200 test case chua chay. Ban
xu ly sao?

Risk-based testing: uu tién critical flow, high-risk module, regression clta feature méi,

smoke test toan bd. Bdo cdo minh bach véi PM/Lead vé scope da/chua test, dé xuat hoan
release néu rui ro cao. Khong im lang va bé qua.

Cau 20. Thiét ké test case cho chuc nang "Thém vao gié hang" cua 1 trang
e-commerce.

S6 lugng (am, 0, max stock, vugt stock, decimal), san pham hét hang, user chua login, gid
trong/day, dong bo gilta cac tab, ap voucher, tinh téng tién, xda item, chuyén trang,

performance khi gid cé 100+ items, tién té/don vi, sdn pham da ngung bén, gid persist sau
khi logout.

Tip: Cdu 13 va 19 nha tuyén dung danh gia thai dé va cach giao tiép nhiéu hon céau tra 10i

"dung". C4u 5, 11, 12, 20 la cac cdu sang loc nhanh giira ing vién hoc vet va Ung vién cé tu
duy thuc su.



Phan 3 — Middle (Cau 21-30)

Middle la level chuyén tiép: phadi ving basic, lam viéc dbc l1ap, xut ly tinh huéng thuc té, cé
domain knowledge va bat dau hé tro Junior.

Céau 21. Ban vua nhéan build méi lic 5h chiéu, release lic 9h sang hém sau.
Ban sé test gi trong 4 tiéng con lai?
Smoke test truéc dé chac build chay dugc, sau dé regression cac module bi impact béi
change. Khong c6 cover hét — béo cdo ré nhitng gi chua test dé stakeholder quyét dinh.

Cau 22. Phan biét Retesting va Regression Testing. Khi suite regression
qua Ién, ban chon case nhu thé nao?

Retest: test lai diing bug da fix dé confirm fix dling (luon manual, target). Regression: test
lai cdc chirc nang lién quan dé chac fix khéng gay side effect. Khi suite quéd 16n: dung
impact analysis (module nao bi change), risk-based selection (critical flow uu tién),
automation cho regression én dinh, manual cho phan thay déi nhiéu. Khong chay hét "cho
an tdm" — ton thoi gian ma ROl théap.

Cau 23. Ban tim thay 1 bug nghiém trong nhung PM bao "khéng fix, release
di". Ban xu ly thé nao?
Document rd risk bang van ban (email/jira), escalate ddng kénh néu can (Tech Lead, QA
Manager), khéng tu y quyét. Ghi nhan quyét dinh dé cé evidence sau nay. Khéng cai gay
gat, khéng im 1ang bd qua.

Cau 24. Test 1 form upload file: ban nghi ra bao nhiéu test case?

Mong dogi 15+ case: file ding dinh dang, sai dinh dang, file rong, file qua I1én/qua nhd, tén
file cé ky tu dac biét, tén file dai, file bi corrupt, upload nhiéu file cing Iic, mat mang giita
chimg, file trung tén, duong dan UNC, file an, file virus (eicar), MIME type gia mao, déi
extension, upload song song, cancel gilta chung.

Cau 25. Test case cho 6 tim kiém (search box) trén 1 trang web.

Empty search, 1 ky tu, ky tu dac biét, SQL injection, XSS, tir khdéa khong ton tai, tir khda
tiéng Viét cé dau/khdng dau, case sensitive, max length, autocomplete, copy-paste,
leading/trailing space, recent search, performance véi keyword dai, search trong khi dang
load.

Cau 26. Bug ban report bi dev danh "Not a bug / Rejected". Ban lam gi?

Doc lai requirement/spec, hoi BA dé€ confirm expected behavior. Néu ding la bug - reopen
kém bang ching va reference dén spec. Néu sai » hoc tur d6, khong céi c6. Poi khi spec
chua ré » dé xuat clarify véi ca team.

Cau 27. Su khéac nhau giita Test Scenario va Test Case? Khi nao nén viét
scenario thay vi test case chi tiét?

Scenario: "what to test" — muc cao, 1 dong moé tad end-to-end flow. Test Case: "how to
test" — chi tiét step-by-step cé expected result. 1 scenario thudng sinh ra nhiéu test case.
Khi nén dung scenario: du an Agile chay nhanh, tester cé kinh nghiém va domain,
exploratory testing, prototype thay déi lién tuc. Khi can test case chi tiét: du an regulated
(finance/medical), team c6 nhiéu fresher, can audit trail, outsource testing.



Cau 28. Ban duoc giao test 1 tinh nang nhung khong cé tai liéu
(requirement/spec). Ban lam gi?
Exploratory testing, hdi BA/PM/Dev, tham khao sdn phdm tuong tu (competitor), dua vao
common sense + user perspective. Document lai assumption da dua ra va confirm véi
team trudc khi bat dau test chinh thic.

Cau 29. Performance, Load, Stress, Spike Testing khac nhau ra sao? Tool va
metric chinh ban quan tam?

Performance: do téc do/d6 6n dinh trong diéu kién binh thuong. Load: test v4i lugng user
du kién dé xem c6 chju dugc khong. Stress: day qua gidi han dé tim breaking point. Spike:
tang tai dét ngot réi giam, xem hé théng cé 6n dinh lai khéng. Tool: JMeter, K6, Gatling,
LoadRunner. Metric quan trong: response time (avg, p95, p99 — khéng chi avg vi avg
danh Ilra), throughput (req/s), error rate, CPU/RAM/DB connection pool. Middle can biét
"p95 quan trong hon average".

Cau 30. Tinh hudng: phat hién bug c6 thé la 16 héng bao mat (vi du thay
duogc data user khac). Ban xu ly thé nao?
Khéng screenshot data that, khéng share trén channel cong khai. Report riéng cho
Security Lead/PM, m6 ta bang dummy data, danh dau confidential. Day la cau test sense
vé security va ethics — rat quan trong cho cong ty fintech/healthcare.



Phan 4 — Senior (Cau 31-40)

Tu duy hé théng, leadership, strategic thinking. C4u tra loi qua tron tru = red flag, can
follow-up bang vi du thuc té.

Cau 31. Ban duoc giao build QA process cho 1 startup chua cé quy trinh
test. Ban bat dau tu dau?
Audit hién trang (dev flow, tool, team size), define test strategy phu hop scale (khéng bé
nguyén enterprise process vao startup), chon tool (Jira/TestRail/Zephyr), setup bug
workflow, dinh nghia entry/exit criteria, KPI, training team. Quan trong: biét can bang gitra
"ddng quy trinh" va "da dung".

Cau 32. Pinh nghia Test Strategy cho 1 san pham mobile banking. Ban sé
uu tién gi?
Risk-based approach: security (OWASP Mobile Top 10), transaction integrity, compliance
(PCI-DSS), performance dudi mang yéu, device fragmentation, offline mode, biometric,
rooted/jailbroken detection. Danh gid khd nang tu duy theo domain.

Cau 33. Lam sao ban do luong hiéu qua cua team QA? KPIl/metric nao dung
va metric nao tranh?

Nén dung: Defect Leakage, Defect Removal Efficiency (DRE), Test Coverage, Escaped
Defects, MTTR. Tranh: s6 bug raised/tester (sinh ra gaming metric), sé test case viét dugc
(s6 lugng # chat lugng). Senior phai hi€u metric sai - behavior sai.

Cau 34. Shift-left testing la gi? Ban da ap dung trong du an thuc té thé
nao?
Test s6m tu requirement review, tham gia grooming, viét acceptance criteria ciing BA,
review design, pair véi dev. Mong dgi vi du cu thé, khong ly thuyét suéng. Loi ich: phat
hién defect s6m — chi phi fix thap hon.

Cau 35. Khi nao nén automate, khi nao nén giir manual? Cho 1 case cu thé
ban quyét dinh KHONG automate.

Khéng automate khi: Ul thay d6i lién tuc, test chay 1 1an, exploratory, usability, ROI thap,
chi phi maintain > gia tri. Cau nay loc senior that vs senior "ngé nhan" — junior hay nghi
cdi gi cling nén automate.

Cau 36. Ban mentor 1 fresher lién tuc miss bug & production. Ban xt ly thé
nao?
Khong dé 16i: phan tich root cause cuing ho (thi€u kién thic domain? test design yéu? thi€u
checklist? moéi trudng test khac prod?). Pair testing, review test case cla ho, build
checklist chung cho team. Bédnh gid k¥ nang leadership.

Cau 37. Production cé bug nghiém trong escape khoi QA. Ban lam Root
Cause Analysis nhu thé nao?
5 Whys, khéng tim ngudi dé 16i ma tim gap trong process: bug nam trong scope test
khong? Test case c6 cover? Néu c6 thi sao khong phéat hién? Environment khac prod? Data
khac? Sau dé: update test suite, update checklist, share lesson learned cho team.



Cau 38. Ban danh gia 1 ung vién Junior trong phéng van ky thuat nhu thé
nao? 3 cau haéi ban luén hoi?
Dao vai — xem Ung vién c6 kha nang tuyén ngudi khong. Cau hdi tét thudng xoay quanh:
tu duy thiét ké test case (vd: test cai thang may), thai dé xt ly conflict véi dev, khd nang
hoc (ké vé cong nghé madi nhat ban hoc).

Cau 39. Estimation: PM hdéi "test feature nay mat bao lau?". Ban tra loi thé
nao va dua trén co sé nao?

Khong néi dai 1 con s6. Break down: s6 test case du ki€n X thoi gian/case + buffer cho
retest/regression + setup environment + report. Dung historical data clia team. Dua ra
range (best/worst case) thay vi 1 s6 cirng. Communicate assumption ré rang.

Cau 40. Ban va Dev Lead bat déng viéc 1 ticket la bug hay enhancement.
Ca hai déu cé ly. Ban xt ly ra sao?

Khong phai cau test "ai ding" ma test kha nang giai quyét conflict: quay vé source of truth
(requirement, acceptance criteria, user story). Néu spec khong ré —» escalate 1én BA/PO dé
clarify, dé xuat update spec dé khong lap lai. Khéng cd nhan héa, khong win/lose mindset.

Luu y khi phéng van Senior: Céu tra 10i "ding sach" thuong la red flag. Senior that phai cé
vi du cu thé tir du an, biét cd mat trade-off, déam ndi "téi da sai va hoc duoc X". Néu (ng vién
tra loi qua tron tru nhu doc tutorial, dao sdu bang follow-up: "Cho 1 vi du thuc té ban d& lam

viéc da".



